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Abstract

The advent of generative Artificial Intelligence (Al) was viewed as a threat to the information ecosystem due to
generative Al's ability to create 'stories' that might easily be twisted as misinformation. Generative Al was alleged
to be a high-risk tool for fact checkers, journalists, public officials, and others responsible for verifying and
sharing correct information, increasing the possibility of widespread misinformation and disinformation in the
society. However, as technology evolves, so does humans' comprehension of the new machines. There are many
benefits that could be explored from generative Al, as the platform offers a plethora of potential applications.
To explore the possibility, this research investigates the potential of Al to detect health misinformation. Focusing
on COVID-19 misinformation in Indonesia, the study employing Qualitative Content Analysis (QCA) to examine
the result of Al machines, namely Copilot, ChatGPT, and Gemini, by using specific prompts in two languages
(Indonesia and English) which applied in two different times (August and September 2024). This study concludes
that the aforementioned Al platforms are capable of detecting misinformation while providing supporting claims
to substantiate their reasoning. However, while generative Al has the potential to be utilized as a tool for
detecting misinformation, further improvements should be made to refine the output. Furthermore, due to the
nature of generative Al learning through deep leaming, users who wish to utilize generative Al platforms to
debunk hoaxes have to perform additional research to complement their findings.
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1.0 Introduction

Along with the rapid development of Al-generated
content and its applicability in various sectors of living,
there are also growing concerns about the unwanted
effects of Al, particularly in the field of combating
misinformation. By following and modelling the structure
of fake news or other forms of misinformation, Al has
produced tons of misinformation, fake news, and
alternate facts effectively throughout every digital
platform (Dalkir, 2021). Not only opening up
opportunities to create increasingly realistic Al-generated
fake content, Al also facilitates the dissemination of
disinformation to a targeted audience and at scale by
malicious stakeholders (Bontridder & Poullet, 2021). The
battle of

emergence of threat by Al in the

misinformation/disinformation has become an
international concern. The term of Al as synthetic media
was followed by ‘synthetic disinformation’ which
multiplied the pressure of handling information disorder

(Bereskin, 2023).

Despite the moral panic that surfaced along with
the emergence (and glorification) of Al, there’s

considerable effort to use Al to detect the
misinformation, and incorporated it as part of prebunking
management. The discourse about ‘fighting fire with fire’
has coined by several prominent members of global world
leader, such as Russia President who claimed that
‘artificial intelligent is the future’ by adopting the logic of
Al-powered system as the next step to upscale the battle
against politically motive disinformation (Kreps et al.,
2022). Since then, effort to model Al as tools for
detecting misinformation was growing across multiple
platforms and multiple issues. Not only political, the use
of Al for detecting misinformation also became part of

infodemic management for public health issues (Purnat,

2021).

Technology will naturally continue to develop for
as long as humanity exists. It's crucial not to treat Al as an
enemy or a replacement for humanity, but rather as a tool
to support society. Since generative Al is a relatively new
technology, there is much to learn about it. One thing is
certain, though: Generative Al has great potential for
detecting misinformation because it helps users simplify
analysis and reduce the time it takes to sort information.
This research aims to help practitioners and researchers
interested in integrating Al, or generative Al specifically,
into fact-verification tools understand how generative Al

works for this purpose and which tool is most suitable.

2.0 Literature Review

Misinformation, as false or inaccurate information, is a
communication risk that is as old as the information and
communication system itself. While misinformation is
unintentional, the problem arises when people believe it
and spread the misinformation (Wardle & Derakshan,
2017). Disinformation is another scale of misinformation
with the specific intent to create, disseminate, and even
promote false, inaccurate, or misleading information that
causes public harm for profit (Santos, 2023; Irwansyah,
2024). The deliberate nature of such malicious intent to
deceive marked the difference between misinformation
and disinformation  (Bereskin, 2023). Both
misinformation and disinformation had detrimental

effects on individuals and society (Xu et.al, 2023).

Al has been shadowing the crusade over truthful
information and brought the effort of combatting
disinformation to a new level (Nazar & Rustam, 2020). Its
ability to generate increasingly realistic Al fake content
has facilitated the dissemination of dubious content from
textual misinformation to deep fake videos (Bontridder &
Poullet, 2021; Kreps et al., 2022). During its initial
development, Al textual based

generates more
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misinformation. However, as the technology expanded
rapidly, and becoming more ‘user-friendly’, the risk of Al
generated image and video for producing misinformation
have obviously proliferated in such alarming bouts

(Fatimah et al., 2024).

On a different playing field, Al also had the
capacity to manipulate public opinion by producing
synthetic text and generating bots to amplify the
misinformation (Dalkir, 2021). It is suspected that during
the pandemic of COVID-19, where infodemic term
emerged and constitutes the abundance of
misinformation on various themes of the disease, Al
generated misinformation also playing a significant role in
disrupting the health protocol and hampering vaccine

acceptance (Dalkir, 2021; Monteith et al., 2024).

In a recent publication on the Global Risk
Perception Survey 2023-2024, the World Economic
Forum listed Al-generated misinformation/disinformation
in the second place (53%). Furthermore, in the next two
years, Al-generated wmisinformation/disinformation is
predicted to rank first in global risk severity in both the
short and long term. However, in the next 10 years, the
severity of Al problems is predicted to be in fifth place,
assuming that the technology is able to overcome the

main obstacles of Al application at that time.

Al usage in detecting misinformation gained
momentum during the pandemic of COVID-19. Over the
course of time, a lot of misinformation regarding the
pandemic flooded uncontrollably, stirring confusion and
eroded trust toward the government and health
authorities. This situation is labeled as infodemic, which is
signified by excessive information, including false or
misleading information, in digital and physical
environments during an acute public health event (Purnat
to detect COVID-19

et al., 2021).

Applying Al

misinformation became part of infodemic management

which rely on the fastness of response and the ability to
prebunk the misinformation as proposed by inoculation
strategies (Akhtar et al., 2022). Earlier effort was marked
by using feature extraction applied to train the algorithm

developed by machine learning (Khan et al., 2022).

Using Al for combating misinformation or
disinformation, however, poses several ethical concerns.
First of all, there are bias and fairness challenges resulting
from algorithmic bias, content moderation bias, and data
selection bias. Al may censor or disproportionately flag
certain perspectives, and may inherit bias from previous
data training (Omdena, 2024). Second, freedom of
expression and censorship. Al might exercise over-
censorship by flagging valid content incorrectly, or
become  under-censorship and  miss  harmful
misinformation. A chilling effect also detected in which Al
could potentially abuse free speech (Avey, 2024). Third,
judgment and context. Although Al can mimic the route
of human thinking, Al still struggles with human nuances
and context. Hence, Al may wmisinterpret satirical or

humorous content (Santos, 2023).

Regardless of the risk and how promising design
models and tools developed for fact-checking Al look like,
the technology cannot do their tasks alone. Generative Al
results are characterized as anthropomorphised, or
described and characterized as having human traits, by the
general public, media and Al researchers. There are
tendencies of bias, subjectivity, partial truth, or any
symptoms mentioned as ‘hallucinations’ — referring to
undesirable text errors based on LLM (Language Learning
Machine) (Monteith, 2024). A collaboration between
researchers, private and public sectors are needed
exploring what Al can do to overcome the harmful intent
of disinformation (Bereskin, 2023; Amnesty International,

2024; Irwansyah, 2024).
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3.0 Methodology

This research aimed to explore the possibility of using Al
to identify COVID-19 misinformation by utilizing Copilot,
ChatGPT, and Gemini. A Qualitative Content Analysis
(QCA) focused on the result of each prompt inputting to
the designed ‘task’ is employed. QCA is a research
approach for the description and interpretation of textual
data using the systematic process of coding (Assarroudi et
al., 2018). By nature, qualitative content analysis is more
subjective than quantitative content analysis, because
QCA attempted to analyze text by employing inductive
reasoning—a process of developing conclusions from
collected data by weaving together new information into
theories or concepts (Bengtsson, 2016). The aim of QCA
is identifying themes according to specific contexts which
will be further analyzed to analyze the situation being

problematized.

To conduct this process, this study designed an
experiment by inputting three most popular hoaxes in
Indonesia to three Al platforms, namely ChatGPT,
Gemini, and Copilot. These platforms are chosen as they
are the most popular generative Al tools in Indonesia
(Khasanah, 2024). Each generative Al processed similar
misinformation by using similar prompts. The result is
then clustered into several domains/themes, and analyzed

comparatively.

Prior to determining the prompts, this study is
prefaced by research to identify potential hoax topics.
Upon referring to fact checking sources provided by
Mafindo, Cek Fakta, and Kominfo regarding most
circulated topics of COVID-19 misinformation in
Indonesia during the pandemic (2020-2021), further
analysis was conducted to narrow down the topics to three

of the most popular hoaxes surrounding COVID-19 at the

time, namely garlic as COVID-19 cure, microchip in

COVID-19 vaccine, and oxygen deficiency caused by

mask usage.

After determining the topics, the next step is
crafting the suitable prompts for testing. The prompts
were written in both English and Indonesian, with the
latter being selected due to considerations of accessibility
for Indonesians, the location upon which this research was
based. Each prompt is tested four times in their respective
languages to observe consistency. We tested each prompt
in two different periods: (1) August 2024 and (2)
September 2024. In each period we tested the prompt

four times, in order to capture possible different results.

To assess the quality of information from each
prompt-testing result, we employed several codes for
coding purposes, namely ‘topic’, ‘source’, ‘bias’, and
‘timestamp’. Based from the coding process, we clustered
the result to do further analyzes in terms of (1) Identifying
Main Idea and Supporting Details of each Al-texts; (2)
Assessing Source Credibility and Bias; and (3) Critical

Issue: Language and Timestamp.

4.0 Result

To answer these research questions, we formulated
several prompts that are designed to ascertain whether
ChatGPT, Gemini, and Copilot could provide responses
that could be utilized to assist the fact-checking process.
Prompt creation is essential as it serves as a foundation
for communication between users and generative Al
models (Knoth et al., 2024). Although generative Al has
endless potential, users still have to be able to create a
well-crafted prompt to generate outcomes that are still
within the context of what they desire to see, as Al’s
capabilities are reliant on the prompts given to them
(Bozkurt & Sharma, 2023). Prompts should also be

designed in a way that is able to cater users’ individual
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contexts so that it could enhance the effectiveness of the

Al system (Robertson et al., 2024).

To explain the differences between Copilot,
ChatGPT, and Gemini approaches in detecting COVID-19
misinformation through the aforementioned prompts,
and the quality of the information provided by those three
generative Al based on the ‘designed task’ as expressed
through the ‘prompt’, the findings were presented based

on the categories outlined previously.

4.1 The Structure of Al-Texts

Upon responding to the prompt, each generative Al
articulated a similar main idea. There’s no difference
between the three Als in identifying the main idea based
on the prompt offered to them. The explanations offered
by Gemini, ChatGPT, and Copilot use a similar structure,
claiming that there is a lack of scientific evidence to
substantiate each  claim  established by the
mis/disinformation. ChatGPT offers a longer explanation
by describing the hoaxes, starting with an explanation of
when the hoaxes first emerged, a description of the
hoaxes' narratives themselves, and describing the objects
in each hoax and what they were commonly used for (i.e.,
what is garlic, what is a microchip, and how to wear masks
properly). Copilot and Gemini, however, immediately

announced the unfounded claim of the hoax and only

briefly described the hoax with no technical details.

4.2 Source Credibility and Bias

ChatGPT, Gemini, and Copilot discourage the users from
taking the hoaxes face value by adding debunking
statements in their prompt result. Gemini and Copilot
describe the hoaxes as insubstantial by prefacing their
explanations with: "the idea that [...] is simply not
supported by scientific evidence" or "the idea that [...] is
simply a myth" before delving into their explanation, in

which they provided a brief description of the hoaxes, and

a scientific fact to explain why the hoaxes are untrue by

providing an excerpt of articles or academic journals.

In ChatGPT, debunking statements are included
at the end of the prompt result as a part of the concluding
paragraph, in which ChatGPT stated: “The idea that [...]
is a conspiracy theory with no basis in reality.” Compared
to the other platforms, Copilot includes a statement from
the World Health Organization in introduction, thus
allowing users to locate a verified source to perform fact-
checking procedures. In general, the majority of platforms
employ a similar set of keywords—such as "not supported
by scientific evidence" and "conspiracy theory"—in an
attempt to dissuade users from considering these hoaxes
an accurate solution to overcome COVID-19.
Furthermore, they also encourage the users to seek more
information from reputable organizations such as the
World Health Organization, or health agencies in the

users’ respective countries.

4.3 Ciitical Issue: Language and Timestamp

The success of Al depends on the quality of the data used
to train it. This data is designed to produce the best
possible results by following the instructions. However,
there is a possibility that biases may emerge in the process
of creating and managing content, potentially leading to
situations where certain content is censored or not
censored. The most important thing is the quality of the
results, which depend on two different instructions
(Indonesian and English) and timestamps. A crucial
question to address here is whether the test performs
differently when conducted at different times, in which
the study discovered that there are no significant
differences between Indonesian and English results,
except for word length and references. In Copilot,
local news articles.

Indonesian results directed to

Additionally, all platforms encourage users to reach out to
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Kementerian Kesehatan Republik Indonesia (Indonesian
Ministry of Health) to verify information provided on the

platforms.

Although ChatGPT, Gemini, and Copilot have
provided useful assistance in relaying information to
debunk hoaxes, it should be taken into consideration that
generative Al improves its output through deep learning
(Imtiaz et al., 2024). It must be acknowledged that the
outcomes may be subject to alteration at any given
moment. This is due to the intrinsic characteristics of
generative Al, which adapts based on the data inputted
into its platforms and therefore requires continuous
monitoring. However, in this study, the research team
conducted two rounds of testing in August and
September. Despite the time gap between the two tests,
the results demonstrated no significant differences in

terms of wording and structure.

Our findings indicate that ChatGPT offers the
most detailed information among the three platforms,
providing not only a brief account of the hoax's origin but
also a list of scientific facts that challenge the claim.
Nevertheless, due to its lengthy elaboration, a number of
terms utilized by ChatGPT are still regarded as overly
technical and potentially challenging for non-medical
professionals to comprehend. In comparison to ChatGPT,
both Gemini and Copilot provide explanations of a shorter
length. It is noteworthy, however, that Copilot is the only
platform that offers citations to supplement the

generated results.

5.0 Discussion

To verify misinformation/disinformation, people today

rely on mass media and fact-checking websites set up for

this purpose. The result and quality of verification
depends on several variables: (1) response time; (2)
human capital; (3) technology; and (4) non-technological
support. Response time refers to attempts to respond to
the misinformation as quickly as possible to prevent the
escalating effects that are likely to increase the harmful
effects of the misinformation. Human capital refers to the
quality and competence of fact checkers in performing
their task. Technology plays a central role in the fight
against misinformation as a supporting tool. Meanwhile,
non-technology variables refer to the support of society,
law, state and platforms to cooperate and join forces, play
their respective roles to maintain the atmosphere of a
high integrity information ecosystem as the backbone of
democracy or any state system to govern society

(Irwansyah, 2024).

The aforementioned variables require significant
effort and time to implement. Al offers an opportunity to
overcome the threat of slow response by detecting
misinformation in a very short time before the outbreak
of malicious content. Training full-fledged human fact-
checkers requires a lot of capital: time, money,
opportunities to upgrade and scale the operation, number
of employees, etc. Here, Al could replace human capital,
at least to do the hard work, such as scraping tons of
suspicious information, which requires human resources
(Gifu, 2023). As a technology, the results of this research
have shown what Al could potentially be used by
laypeople. Nevertheless, the use of Al for early detection
of misinformation could be a game changer, as long as the
existing support from various sectors is bound to

capitalize.

Al operated through the logic of machine
learning, meaning that the capability of Al for generating
contents depended on the availability of the desirable

content, and the ‘training’ of Al to perform such functions
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(Bozkurt & Sharma, 2023). Therefore, similar content
prompts were frequently tested to determine whether Al
learned in a given period. The results clearly showed that
the structure, narrative, and facts of the texts did not
differ between the two periods. Two possibilities could
explain this: either no additional content on the topic
circulating on digital platforms, or the Al platform's

limited ability to "learn".

6.0 Conclusion

In general, there is no significant distinction between the
performance of Copilot, ChatGPT, and Gemini in
detecting false information related to COVID-19. Using
the same prompt in each platform will yield a similar
result. In terms of wording, there are no significant
differences, except with regard to the length of
explanations and the selected terms used to describe the
information. In comparison to the other two platforms,
ChatGPT provides a more structured explanation.
Nevertheless, the absence of citations, coupled with the
platform's inclination towards technical terminology
required users to undertake further research in order to
substantiate  claims  with  accurate  information.
Conversely, although Copilot offers briefer explanations,
it also offers links to supporting evidence, enabling users
to verify hoaxes and identify the sources of information

with greater ease.

To conclude, this study believes that generative
Al has the potential to facilitate fact checking efforts. The
results of prior experiments indicate that generative Al
platforms are capable of providing information by
inputting simple commands, which could help reduce the
time required to perform the fact-checking process.
However, given that generative Al is largely constructed

based on users input from prompts and words, it is also

essential to recognize the necessity for adjustments to

enhance its performance.

7.0 Limitations and Solutions

As generative Al improves its output by learning through
datasets, this study acknowledged that the results may
change over time. Furthermore, as language continues to
evolve, the output generated during this research period
may differ in the future. This study also acknowledged
that the results from generative Al are not reliable at all
times. It is recommended that individuals or organizations
intending to utilize generative Al platforms as a means of
debunking misinformation treat the platform as a
secondary source of information and conduct their own
research by analyzing research or articles from credible

news sources, experts, or scientific journals.

Additionally, this study also recommends
individuals who wish to utilize generative Al to detect
misinformation by continuously training generative Al
platforms to provide credible data by entering accurate
information to assist with the hoax debunking process. To
achieve its maximum performance, Al should be
facilitated by producing and circulating ‘safe’ content as
much as possible. As a consequence of this, Al cannot
work alone. There should be a supporting system to

enable Al to learn and to draw the content.
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